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Minimum age requirements

» Risky elements:

* Inappropriate content

* Inappropriate behaviour

-3
« Making friends with people they don't know and Q
O\ o

communication
* Social media - Gaming - I-I
Social media apps for kids Pan - ll

European
Game
Information

See our list of child-friendly social media and messaging
apps. Help children learn how to interact with each other

and share safely online before graduating to other social

media apps when your child is of age.



https://www.internetmatters.org/resources/social-media-networks-made-for-kids/
https://pegi.info/

Taking photos and videos

» Oversharing [
W)

CLICK CEOP
Advice Help Report
* Accidental sharing |

REPORT A
REMOYE

Nude image of you online?
We can help take it down.



https://www.ceop.police.uk/Safety-Centre/
https://www.childline.org.uk/info-advice/bullying-abuse-safety/online-mobile-safety/report-remove/

AL (Artificial Intelligence)

* Risky

) Minimum age artificial intelligence
requirements

e Social

media/friendships



https://www.internetmatters.org/resources/parent-guide-to-artificial-intelligence-ai-tools/

\ 4

What can you do?




TALK

Talk to your child Agree ground rules  Learn about the Know how to use
about online sexual  about the way you platforms and apps tools, apps and
abuse. Start the use technology your child loves. settings that can
conversation — as a family. Take an interest help to keep your
and listen to their in their online life. child safe online.

concerns.



https://talk.iwf.org.uk/wp-content/uploads/2023/08/Parent_Resource_UpdatedJuly2023.pdf

Chat - little and often

) Talk 1.0 your, Ch'ld BUAYING GAMESONLINE" Discussion|Starterifor/Families
about their life
online - try to

understand

Asksyour:child:

“If someone you met online
asked you to keep a secret from
me, what would you do?”

2 Take the opportunity

Talk to your child
about online sexual o TC(Ik To Them C(bOLlT
abuse. Start the how to staysafe |4 &

conversation —

and listen to their D Explain Cmy worries
COoONMCEerns.
you may have

pw\r'uwrm



https://9706c7d0-f5bb-4f55-9018-564a797ee524.usrfiles.com/ugd/5d9d9e_00663377b3aa4b4cba8659920575d212.pdf

Take some practical steps

AlL

2 Create a family agreement
and reqularly review

2 Direct your child o age
appropriate information

Agree ground rules  Learn about the
about the way you platforms and apps
use technology your child loves.
as a family. Take an interest

in their online life.




Take some practical steps

2 Learn about the apps

2 Take some time to look it
up before you say yes

2 Use parental controls

Know how to use
tools, apps and
settings that can
help to keep your
child safe online.




Digital Toolkit

https://www.internetmatters.org/digital-family-toolkit/

My Family’'s

Answer some simple questions about your family and get a personalised

online safety toolkit



https://www.internetmatters.org/digital-family-toolkit/

ABC checklist

All ages

ABC online

internet

safety checklist matters.org

Set your child up for safety online

hilcren of

covers actions you can take to help pro

Onee you've tackled

Activate Turn on breadiand filters for basic protection on devices in the home.

[ @) Manage SafeSearch,

Password-protect app stores o limit downloads.

Updste parental sontrols as their online sctivies change,

Balance Set agood example with your own screen use.

c Create screen-free zones at home.
Switch off devices an hour before bedtime.
Encourage children 1o lake breaks (for example every 20 mins).
Charge devices outside bedrooms.

Use screen time tools ta help manzge how much time they spend online,
eg. Gocgle Family link for Andraid or Screen Time for Apple.

Set digital boundaries and routines together (Family Agreement).

Chec! i imurm age requirements for the apps, games and platforms for
your child wants to use.

o Discuss onling risks and strategies to tackle them.

Ask children what they like to do online and why.

Show them how te repart or block inapprogriate content on platforms they use.

Share your concerns aboul thair online safety.

Talk regularly with your child about their online life in casual settings
{like over dinner or during a walk).

s | s frem onling harr
this, use the tabs above 1o see extra steps you can taxe based on your child's age.

(i

(2

O00000 ocooboooo

6-10

All ages

ABC online safety checklist for 6-10s

If your child is between 6 and 10 years old, use the checklist
below to manage new digital experiences.

Set up child accounts on snared devices.

Create child profiles an platfo

s they use

imit chat and data sharing on online games like Roblox and Minecraft.

Use farmily or parent modes on platforms with social features to supervise
use, like YouTube Supervised Accounts and Roblox Allowed Experiences.

Balance Encourage children Lo explore 3 rangs of different types of media,
° Help them bals.

Use visual timers to halp children track their time on devices. Or use your
househeld v to set reminders and limits.

active

reating] and passive (watching] screen time.

Check if apps are right for their age.

Explain why it's important to question whal they see cnling,

k about tough topics like cyberbullying, grooming and pormography
in aga-appropriate ways.



https://www.internetmatters.org/resources/abc-online-safety-checklist

Report anything that worries them

2 Make sure they know they can come to
you

2 Help them identify trusted adults

2 Let them know you won't blame them




Where can you get advice and support?

REPORT ® F? CLICK CEOP
REMO&E [ Advice Help Report
Nude image of you online? U

We can help take it down.

good.
Pest 0 Go0d Gays recsce b0
Horrible  Stressed Depressed ot s At

Fon your hetare



https://www.childline.org.uk/info-advice/bullying-abuse-safety/online-mobile-safety/report-remove/

CEOP - reporting sexual abuse

Reporting to NCA-CEOP - www.ceop.police.uk

If you need to hide this site X
Child Exploitation and Online Protection command qjckly eed fo mde b X
CEOP , z
Quick exit

d—,
Are you worried about online sexual abuse
or the way someone has been
communicating with you online? CLICK CEOP
Make a report to one of CEOP's Child Protection Advisors
Advice Help Report
Should | make a report What happens when | How can CEOP help
to CEOP? = make a report? = me? =
If you're worried about online abuse or One of our experienced Child Protection Online abuse affects many children and
the way someone has been Advisors will be there to make sure you young people every day, CEOP has
communicating online, let CEOP know. get the help that you need. helped thousands of people in need of
support.

@], @“7
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